Startup, Runtime, Shutdown ap_ctx_get(...,

ap_get_module_config(...

->per_dir_config,

&ssl_module)

->server

ap_ctx_get(...,"ssl") ap_get_module_config(...

->module_config,

&ssl_module)

"ssl_module")

Configuration Time

Connection Duration

Request Duration

t

->client

->connection

->server

SSL_get_app_data()

->pSSLCtx

SSL_CTX_get_app_data()

SSL_get_current_cipher()

SSL_get_session()

SSL_get_{r,w}bio()

SSL_get_SSL_CTX()

SSL_get_SSL_METHOD()

->method

X509_STORE_CTX_get_app_data()

SSL_CTX_get_cert_store() modssl_get_app_data2()

SSLDirConfig

OpenSSL

[SSL]

SSL_CIPHER

SSL_SESSION

OpenSSL

X509_STORE_CTX

SSLModConfig

SSLSrvConfig ap_global_ctx

server_rec conn_rec

SSL

SSLDirConfig

BUFF

SSL_METHOD

SSL_CTX request_rec

Ralf S. Engelschall

Apache+mod_ssl+OpenSSL

rse@engelschall.com www.engelschall.com

Version 1.3

12-Apr-1999

Data Structure Overview

BIO

[Crypto]

mod_ssl

Apache

Chaining

Lifetime

ap_global_ctx

SSLModConfig

SSL_CTX

server_rec

SSLSrvConfig

BUFF conn_rec

BIO

SSL

request_rec